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ABSTRACT

In this paper, we propose a jamming classification
scheme that extracts the features of Global
Navigation Satellite System (GNSS) simple jamming
with Residual Neural Network (ResNet) which is one

of the representative transfer learning methods,
classifies it as one of the six jamming with
Supported Vector Machine (SVM), and shows its
performance via simulation. ResNet is classified
according to the depth of the layer used, and in this
paper, ResNet using 18, 50, and 101 layers was
constructed, and the accuracy for extracting features
using ResNet-18/50/101 and classifying them as
SVMs are 96.33%, 97.25%, and 97.50%,
respectively, indicating that the accuracy improves as

the layer gets deeper.
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Fig. 1. Configurations of plain and residual blocks
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Fig. 2. Examples of image sets by jamming considered
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Table. 1. Layer configuration according to the number of
processing layers in ResNet

layer | output
Yy . 12 18-layer 50-layer 101-layer
name size
convl |112x112 77, 64, stride 2
3*3 max pool, stride 2
con2_x | 56x56 1x1, 64 1x1, 64
lgiggﬂ 2 [3><3,64 x3| | 3x3. 64 |x3
" 1x1, 256 1x1, 256
1x1, 128 1x1,128
con2_x | 28x28 [g X g gg] x2 [3 x3, 128} x3 l% x3,128|x3
' 1x1,512 1x1,512
. 1x1, 256 1x1, 256
con2_x | 14x14 [gig ggg]xz 3x3, ZSG}XS [3x3 256Jx3
' 1x1, 1024 1x1, 1024
- 1x1,512 1x1,512
con2_x | 7x7 Big;g]x 3X3,512}><3 [3x3,512st
" 1x 1, 2048 1x1, 2048
1x1 average pool, 1000-d fc, softmax
FLOPs 1.8 % 10° ‘ 3.8x10° | 7.6 x10°
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a2k 67 Aol sl ZH2t 1,000704) dlee] A%k
< A3k o] 7kl 8007K= St 1ol AMes)
1, 20070l tlal 21813t T} ResNet-18/50/1018 A}
43l 5AE FE31aL, SVM R A S uf A
(accuracy) S ZW2F a7 3, 7] 4, I8 59} o] EF
3% (confusion matrix) 2 %23} ResNet-18/50/
101 =02 EAS 595 o, = A AHees
a8 353" 96.33%, 97.25%, 97.50%°|=,
ResNet-18°]  H]3] ResNet-50> <}  0.92%p,
ResNet-101-> <F 1.17%p AE=r} AH S sled
< qlt}k. DME, NB, No Jam, AM, Chirp, FM {7
40 2 ResNet-182 EAJS- =308 o A7) A w
= 717} 100.0%, 93.0%, 98.5%, 96.0%, 93.5%, 97.0%
olu], ResNet-50-2 Z+z} 100.0%, 92.5%, 100.0%,
100.0%, 92.5%, 98.5%°]™, ResNet-101-> Z}7}
100.0%, 94.0%, 100.0%, 98.5%, 94.5%, 98.0%°]c}.
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Table. 2. Fl scores according to the number of onE
processing layers in ResNet
ResNet-18 ResNet-50 ResNet-101 NG "
DME 1.0000 1.0000 1.0000 A Nosam
NB 0.9323 0.9320 0.9471 i
_T 0
No Jam. |  0.9850 0.9901 0.9950 a SnoleA Ly
AM 0.9648 0.9926 0.9825 SingleChirp 09%
Chirp 0.9327 0.9296 0.9474
SingleFM 0.3%
FM 0.9652 0.9899 0.9776
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Fig. 5. Confusion Matrix of ResNet-101
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Fig. 3. Confusion Matrix of ResNet-18

SVM (overall accuracy: 0.9725)

DME [1]
NB Sl 1.2%
<I‘ NoJam
=
i
=
-y SingleAM
A [2]
SingleChirp 1.3%
SingleFM 8 0.3%
0‘4& W “033 g\e‘P&!\ \BO\(\\Q \e‘{\\‘\
G=s 23
2! 4. ResNet-509] &%=
Fig. 4. Confusion Matrix of ResNet-50
[3]

A& A % (precision) 2} A& -B(recall)2] Z3HHo
2 A EFaHEdA dEe] A s
’QE_E Z8=]= 03 1 Alele] B 16 7S

et e E et 4 gle 84 Fl1 Ao,

References

R. M. Ferre, A. de la Fuente, and E. S.
Lohan, “Jammer classification in GNSS bands
via machine learning algorithms,” Sensors,
vol. 19, no. 22, pp. 1-15, Nov. 2019.
(https://doi.org/10.3390/s19224841)

C. J. Swinney and J. C. Woods,

jamming classification via CNN,

“GNSS
transfer
learning & the novel concatenation of signal
in Proc. 2021 Int. Conf
Cyber Situational Awareness and Assessment
(CyberSA), pp. 1-9, Dublin, Ireland, Jun. 2021.
(https://doi.org/10.1109/CyberSA52016.2021.9
478250)

H. B. Kwon, S. Yoo, and S. Y. Kim,
learning-based GNSS
classification technique using ResNet-18 and
SVM,” in Proc. KICS Fall Conf, On-Line,
Gyeongju, Korea, Nov. 2022.

representations,”

“Transfer

jamming

1591



The Journal of Korean Institute of Communications and Information Sciences "23-12 Vol.48 No.12

(https:/fwww.dbpia.co.kr/pdf/pdf View.do™nodel
d=NODE11196988)

[4] J. Shin, S. Yoo, and S. Y. Kim, “Transfer
learning-based GNSS jamming classification
technique using ResNet-50 and SVM,” in
Proc. KICS Summer Conf., Jeju, Korea, Jun.
2023.
(https://www.dbpia.co.kt/pdf/pdfView.do?nodel
d=NODE11487837)

[5S1 K. He, X. Zhang, S. Ren, and J. Sun, “Deep
residual learning for image recognition,” in
Proc. 2016 IEEE Conf CVPR, pp. 770-778,
Las Vegas, NV, Jun. 2016.
(https://doi.org/10.48550/arXiv.1512.03385)

1592



